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!
This document is under active development and discussion!

If you find errors or omissions in this document, please donÕt hesitate to submit an
issue or open a pull request  with a fix. We also encourage you to ask questions and
discuss any aspects of the project on the mailing lists or IRC . New contributors are
always welcome!

Preface
This reference guide covers Apache Syncope services for identity management,
provisioning, and compliance.
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Chapter 1. Introduction
Often, Identity Management  and Access Management  are jointly referred, mainly because their two
management worlds likely coexist in the same project or in the same environment.

The two topics are however completely different: each one has its own context, its own rules, its
own best practices.

On the other hand, some products provide unorthodox implementations so it is indeed possible to
do the same thing with both of them.

Identity Management

Tools and practices to keep identity data consistent and synchronized across repositories,
data formats and models.

Access Management

Systems, protocols and technologies supporting user authentication (how Users are let
accessing a given system) and authorization (which capabilities each user owns on a given
system).

From the definitions above, Identity Management and Access Management can be seen as
complementary: very often, the data synchronized by the former are then used by the latter to
provide its features - e.g. authentication and authorization.

! Functionally, Apache Syncope  implements Identity Management  features.

1.1. Identity Technologies
Identity and Access Management (IAM) is not implemented by a single technology; it is instead a
composition of heterogeneous technologies - differing by maturity, scope, applicability and feature
coverage - which require some 'glue' to fit together.

As with other application domains, it can be observed that tools that appeared earlier tend to
partially overlap with more recent, targeted products.

1.1.1. Identity Stores

Identity Stores  are the places where identity-related information is stored.

An Identity Store can be shared among several systems: as a result, there is a single place where
account data is managed by administrators, and the same password can be used for the same user
for accessing different applications.

Various Identity Store types are available:

¥ Flat files (XML, CSV, É)
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¥ LDAP

¥ Relational databases (MySQL, Oracle, Microsoft SQL Server, PostgreSQL, É)

¥ Plaform-specific (Microsoft Active Directory, FreeIPA, PowerShell, É)

¥ Web services (REST, SOAP, É)

¥ Cloud providers

¥ Éand much more.

Figure 1. Apache Syncope and the external world

ConnId

Apache Syncope relies on ConnId  for communication with Identity Stores; ConnId is designed
to separate the implementation of an application from the dependencies of the system that
the application is attempting to connect to.

ConnId is the continuation of The Identity Connectors Framework (Sun ICF), a project that
used to be part of market leader Sun IdM and has since been released by Sun Microsystems as
an Open Source project. This makes the connectors layer particularly reliable because most
connectors have already been implemented in the framework and widely tested.

The new ConnId project, featuring contributors from several companies, provides all that is
required nowadays for a modern Open Source project, including an Apache Maven driven
build, artifacts and mailing lists. Additional connectors Ð such as for SOAP, CSV, PowerShell
and Active Directory Ð are also provided.
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"

ArenÕt Identity Stores enough?

One might suppose that a single Identity Store can solve all the identity needs
inside an organization, but there are a few drawbacks with this approach:

1. Heterogeneity of systems

2. Lack of a single source of information (HR for corporate id, Groupware for
mail address, É)

3. Often applications require a local user database

4. Inconsistent policies across the infrastructure

5. Lack of workflow management

6. Hidden infrastructure management cost, growing with the size of the
organization

1.1.2. Provisioning Engines

The main role of Provisioning Engines  is to keep Identity Stores synchronized as much as possible.

Some other characteristics and features provided:

¥ Adapt to Identity Store data and application models

¥ Do not require changes in Identity Stores or applications

¥ Build virtual unified view of identity data distributed across several Identity Stores

¥ Allow to define and enforce security policies

¥ Permit workflow definition, with transitions subject to approval

¥ Focused on application back-end

In brief, provisioning engines take heterogeneous Identity Stores (and business requirements) as
input and build up high-level identity data management throughout what is called the Identity
Lifecycle .
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Figure 2. Identity Lifecycle

! From a technology point of view, Apache Syncope  is primarily a Provisioning
Engine .

1.1.3. Access Managers

Access Managers focus on the application front-end, enforcing application access via authentication
(how Users are let access a given system) and authorization (which capabilities each user owns on a
given system).

Several practices and standards can be implemented by Access Managers:

¥ Single Sign-On

¥ OAuth

¥ XACML

¥ SAML

¥ OpenID Connect

1.1.4. The Complete Picture

The picture below shows a typical scenario where an organizationÕs infrastructure is helped by
identity technologies in providing secure and trusted application access to end-Users, while keeping
different levels of data and processes under control for business owners, help-desk operators and
system administrators.
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Figure 3. Identity Technologies - The Complete Picture
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Chapter 2. Architecture
Apache Syncope is made of several components, which are logically summarized in the picture
below.

Figure 4. Architecture

2.1. Core
All the services provided by Apache Syncope are defined, elaborated and served by the Core .

The Core is internally further structured into several layers, each one taking care of specific aspects
of the identity management services.

2.1.1. REST

The primary way to consume Core services is the RESTful interface, which enables full access to all
the features provided. This interface enables third-party applications, written in any programming
language, to consume IdM services.
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The rich pre-defined set of endpoints can be extended  by adding new ones, which might be needed
on a given Apache Syncope deployment to complement the native features with domain-specific
operations.

An extension  is also available, providing full Swagger features, which enables in-browser access to
all the REST endpoints defined.

At a technical level, the RESTful interface is a fully-compliant JAX-RS 2.0 implementation based on
Apache CXF, natively dealing both with JSON and XML payloads.

More details are available in the dedicated usage section.

2.1.2. Logic

Right below the external interface level, the overall business logic is responsible for orchestrating
the other layers, by implementing the operations that can be triggered via REST services. It is also
responsible for controling some additional features (notifications, reports and auditing).

2.1.3. Provisioning

The Provisioning layer is involved with managing the internal (via workflow) and external (via
specific connectors) representation of Users, Groups and Any Objects.

One of the most important features provided is the mapping  definition: internal data (Users, for
example) representation is correlated with information available on the available Identity Stores.
Such definitions constitute the pillars of inbound (pull) and outbound (propagation / push)
provisioning .

Figure 5. Internal / External Mapping

The default implementation can be sometimes tailored to meet the requirements of a specific
deployment, as it is the crucial decision point for defining and enforcing the consistency and
transformations between internal and external data.

In addition, an Apache Camel -based implementation is also available as an extension , which brings
all the power of runtime changes and adaptation.
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2.1.4. Workflow

The Workflow layer is responsible for managing the internal lifecycle of Users, Groups and Any
Objects.

Besides the default engine, another engine is available based on Activiti BPM , the reference open
source BPMN 2.0 implementation. It enables advanced features such as approval management and
new statuses definitions. An optional web-based GUI editor is also available.

Figure 6. Default Activiti user workflow

Besides Activiti, new workflow engines - possibly integrating with third-party tools as Camunda  or
jBPM, can be written and plugged into specific deployments.

2.1.5. Persistence

All data (users, groups, attributes, resources, É) is internally managed at a high level using a
standard JPA 2.0 approach. The data is persisted into an underlying database, referred to as
Internal Storage . Consistency is ensured via the comprehensive transaction management
provided by the Spring Framework.

Globally, this offers the ability to easily scale up to a million entities and at the same time allows
great portability with no code changes: MySQL, MariaDB, PostgreSQL, Oracle and MS SQL Server
are fully supported deployment options.

Domains  allow to manage data beloging to different tenants  into separate database instances.

2.1.6. Security

Rather than being a separate layer, Security features are triggered throughout incoming request
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processing.

A fine-grained set of entitlements is defined which can be granted to administrators, thus enabling
the implementation of delegated administration  scenarios.

2.2. Admin UI
The Admin UI is the web-based console for configuring and administering running deployments,
with full support for delegated administration.

The communication between Admin UI and Core is exclusively REST-based.

More details are available in the dedicated usage section.

2.3. End-user UI
The End-user UI is the web-based application for self-registration, self-service and password reset .

The communication between End-user UI and Core is exclusively REST-based.

2.4. CLI
The command-line interface (CLI) client is an utility tool meant for interacting with Apache Syncope
deployments from shell scripts.

The communication between CLI and Core is exclusively REST-based.

More details are available in the dedicated usage section.

2.5. Third Party Applications
Third-party applications are provided full access to IdM services by leveraging the REST interface,
either via the Java Client Library  (the basis of Admin UI, End-user UI and CLI) or plain HTTP calls.

2.5.1. Eclipse IDE Plugin

The Eclipse IDE plugin allows remote management of notification e-mail  and report  templates, and
constitutes an example of a Java application relying on the Client Library for interacting with the
Core via REST.

2.5.2. Netbeans IDE Plugin

The Netbeans IDE plugin allows remote management of notification e-mail  and report  templates,
and constitutes an example of a Java application relying on the Client Library for interacting with
the Core via REST.
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Chapter 3. Concepts

3.1. Users, Groups and Any Objects
Users, Groups and Any Objects are definitely the key entities to manage: as explained above  in fact,
the whole identity management concept is literally about managing identity data.

Starting with Apache Syncope 2.0, the following identities are supported:

¥ Users  represent the virtual identities build up of account information fragmented across the
associated external resources

¥ Groups  have the dual purpose of representing entities on external resources supporting this
concept (say LDAP or Active Directory) and putting together Users or Any Objects for
implementing group-based provisioning, e.g. to dynamically associate Users or Any Objects to
external resources

¥ Any Objects  actually cover very different entities that can be modeled: printers, services,
sensors, É

For each of the identities above, Apache Syncope is capable of maintaining:

1. name (username, for Users) - string value uniquely identifying a specific user, group or any object
instance;

2. password (Users only) - hashed or encrypted value, depending on the selected
password.cipher.algorithm  - see below  for details - which can be used for authentication;

3. set of attributes, with each attribute being a (key,values)  pair where

! key is a string label (e.g. surname);

! values  is a (possibly singleton) collection of data (e.g. [Doe]  but also
[john.doe@syncope.apache.org, jdoe@gmail.com]) ; the type of values that can be assigned to
each attribute is defined via the schema matching the key value (e.g. plain , derived  and
virtual );

4. associations with external resources , for provisioning .

#

Which schemas can be populated for a given user / group / any object?

Each user / group / any object will be able to hold values for all schemas:

1. defined in the Any Type classes  associated to their Any Type ;

2. defined in the Any Type classes  configured as auxiliary  for the specific
instance.

Moreover, Users and Any Objects can be part of Groups, or associated to other any objects.
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!

Memberships and Relationships

When an user or an any object is assigned to a group, a membership  is defined;
the (static) members of a group benefit from type extensions .

When an user or an any object is associated to another any object, a relationship
is defined, of one of available relationship types .

$

Static and Dynamic Memberships

Users and Any Objects are statically  assigned to Groups when memberships are
explicitly set.

With group definition, however, a condition can be expressed so that all matching
Users and Any Objects are dynamic  members of the group.
Dynamic memberships have some limitations: for example, type extensions  do not
apply; group-based provisioning is still effective.

3.1.1. Password Reset

When users lost their password, a feature is available to help gaining back access to Apache
Syncope: password reset.

The process can be outlined as follows:

1. user asks for password reset, typically via end-user

2. user is asked to provide an answer to the security question that was selected during self-
registration or self-update

3. if the expected answer is provided, a unique token with time-constrained validity is internally
generated and an e-mail is sent to the configured address for the user with a link - again,
typically to the end-user  - containing such token value

4. user clicks on the received link and provides new password value, typically via end-user

5. user receives confirmation via e-mail

%

The outlined procedure requires a working e-mail configuration .

In particular:

¥ the first e-mail is generated from the requestPasswordReset notification
template : hence, the token-based access link to the end-user  is managed there;

¥ the second e-mail is generated from the confirmPasswordReset notification
template .

$
The process above requires the availability of security questions  that users can
pick up and provide answers for.

The usage of security questions can be however disabled by setting the
passwordReset.securityQuestion  value - see below  for details.

Apache Syncope - Reference Guide - 2.0.4

12 | Apache Syncope - Reference Guide | Copyright © 2010Ð2017 The Apache Software Foundation. All rights



%

Once provided via Enduser Application, the answers to security questions are
never  reported, neither via REST or Admin UI to administrators, nor to end-users
via Enduser Application.

This to avoid any information disclosure which can potentially lead attackers to
reset other users' passwords.

! In addition to the password reset feature, administrators can set a flag on a given
user so that he / she is forced to update their password value at next login.

3.2. Type Management
In order to manage which attributes can be owned by Users, Groups and any object, and which
values can be provided, Apache Syncope defines a simple yet powerful type management system,
vaguely inspired by the LDAP/X.500 information model.

3.2.1. Schema

A schema instance describes the values that attributes with that schema will hold; it can be defined
plain, derived or virtual.

Plain

Values for attributes with such schema types are provided during user, group or any object create /
update.

When defining a plain schema, the following information must be provided:

¥ Type

! String

! Long - allows to specify a conversion pattern  to / from string, according to DecimalFormat

! Double - allows to specify a conversion pattern  to / from string, according to DecimalFormat

! Boolean

! Date - allows to specify a conversion pattern  to / from string, according to DateFormat

! Enum

" enumeration values (mandatory)

" enumeration labels (optional, values will be used alternatively)

! Encrypted

" secret key

" cipher algorithm

! Binary  - it is required to provide the declared mime type

¥ Validator class - (optional) Java class validating the value(s) provided for attributes, see
EmailAddressValidator  for reference
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¥ Mandatory condition - JEXL expression indicating whether values for this schema must be
necessarily provided or not; compared to simple boolean value, such condition allows to
express complex statements like 'be mandatory only if this other attribute value is above 14',
and so on

¥ Unique constraint - make sure that no duplicate value(s) for this schema are found

¥ Multivalue flag - whether single or multiple values are supported

¥ Read-only flag - whether value(s) for this schema are modifiable only via internal code (say
workflow tasks) or can be instead provided during ordinary provisioning

Derived

Sometimes it is useful to obtain values as arbitrary combinations of other attributes' values: for
example, with firstname  and surname plain schemas, it is natural to think that fullname  could be
somehow defined as the concatenation of firstname  's and surname 's values, separated by a blank
space.

Derived schemas are always read-only and require a JEXL expression to be specified that
references plain schema types.
For the sample above, it would be

firstname + ' ' + surname

With derived attributes, values are not stored into the internal storage  but calculated on request, by
evaluating the related JEXL expression

Virtual

Virtual attributes are somehow linked from Identity Stores rather than stored internally.

The typical use case is when attribute values can change in the Identity Store without notice, and it
is required to always have access to the most recent values that are available.

It can also be said that virtual schemas are for attributes whose ownership is not that of Syncope
but of an Identity Store; the external resources for such Identity Stores are said to be the linking
resources .

$
As best practice, only attributes for which Apache Syncope retains ownership
should be modeled as plain attributes; attributes for which Apache Syncope does
not retain ownership should be modeled as virtual instead.

When defining a virtual schema, the following information must be provided:

¥ External resource - linking resource

¥ External attribute - attribute to be linked on the external resource

¥ Any Type - reference Any Type  on the external resource

¥ Read-only flag - whether the external attribute value(s) for this schema can only be read, or
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whether they can be written to as well

Virtual Attribute Cache

For performance optimization, virtual attributes are managed by an internal cache to control
the actual access to the linked Identity Stores.

The internal cache implements the VirAttrCache  interface, and is configurable.

Some implementations are provided by default - see table below - custom ones can be
provided.

MemoryVirAttrCache Simple fixed-size in-memory cache, with configurable time-
to-live.

DisabledVirAttrCache Pass-through cache which actually does not provide any
caching: use when direct access to the Identity Store is
required.

3.2.2. AnyTypeClass

Any type classes are aggregations of plain, derived and virtual schemas, provided with unique
identifiers.

Classes can be assigned to Any Types  and are also available as auxiliary (hence to be specified on a
given user / group / any object instance) and for type extensions .

3.2.3. AnyType

Any types represent the type of identities that Apache Syncope is able to manage; besides the
predefined USER and GROUP, more types can be created to model workstations, printers, folders,
sensors, services, É

For all Any Types that are defined, a set of classes can be selected so that instances af a given Any
Type will be enabled to populate attributes for schemas in those classes.

Example 1. Any types and attributes allowed for Users, Groups and Any Objects

Assuming that the following schemas are available:

1. plain: firstname , surname, email

2. derived: fullname

3. virtual: enrollment

and that the following Any Type classes are defined:

1. minimal - containing firstname , surname and fullname

2. member - containing email  and enrollment
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and that the USER Any Type has only minimal assigned, then the following Users are valid
(details are simplified to increase readability):

{
Ê "key": "74cd8ece-715a-44a4-a736-e17b46c4e7e6",
Ê "type": "USER",
Ê "realm": "/",
Ê "username": "verdi",
Ê "plainAttrs": [
Ê   {
Ê     "schema": "surname",
Ê     "values": [
Ê       "Verdi"
Ê     ]
Ê   },
Ê   {
Ê     "schema": "firstname",
Ê     "values": [
Ê       "Giuseppe"
Ê     ]
Ê   }
Ê ],
Ê "derAttrs": [
Ê   {
Ê     "schema": "fullname",
Ê     "values": [
Ê       "Giuseppe Verdi"
Ê     ]
Ê   }
Ê ]
}

{
Ê "key": "1417acbe-cbf6-4277-9372-e75e04f97000",
Ê "type": "USER",
Ê "realm": "/",
Ê "username": "rossini",
Ê "auxClasses": [ "member" ],
Ê "plainAttrs": [
Ê   {
Ê     "schema": "surname",
Ê     "values": [
Ê       "Rossini"
Ê     ]
Ê   },
Ê   {
Ê     "schema": "firstname",
Ê     "values": [
Ê       "Gioacchino"
Ê     ]
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Ê   },
Ê   {
Ê     "schema": "email",
Ê     "values": [
Ê       "gioacchino.rossini@syncope.apache.org"
Ê     ]
Ê   }
Ê ],
Ê "derAttrs": [
Ê   {
Ê     "schema": "fullname",
Ê     "values": [
Ê       "Gioacchino Rossini"
Ê     ]
Ê   }
Ê ],
Ê "virAttrs": [
Ê   {
Ê     "schema": "enrollment",
Ê     "values": [
Ê       "154322"
Ê     ]
Ê   }
Ê ]
}

3.2.4. RelationshipType

Relationships allow the creation of a link between a user and an any object, or between two Any
Objects; relationship types define the available link types.
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Example 2. Relationship between Any Objects (printers)

The following any object of type PRINTER contains a relationship of type neighborhood with
another PRINTER (details are simplified to increase readability):

{
Ê "key": "fc6dbc3a-6c07-4965-8781-921e7401a4a5",
Ê "type": "PRINTER",
Ê "realm": "/",
Ê "name": "HP LJ 1300n",
Ê "auxClasses": [],
Ê "plainAttrs": [
Ê   {
Ê     "schema": "model",
Ê     "values": [
Ê       "Canon MFC8030"
Ê     ]
Ê   },
Ê   {
Ê     "schema": "location",
Ê     "values": [
Ê       "1st floor"
Ê     ]
Ê   }
Ê ],
Ê "relationships": [
Ê   {
Ê     "type": "neighborhood",
Ê     "rightType": "PRINTER",
Ê     "rightKey": "8559d14d-58c2-46eb-a2d4-a7d35161e8f8"
Ê   }
Ê ]
}

3.2.5. Type Extensions

When a user (or an any object) is part of a group, a membership  is defined.

It is sometimes useful to define attributes which are bound to a particular membership: if, for
example, the University A  and University B  Groups are available, a student might have different e-
mail addresses for each university. How can this be modeled?

Type extensions define a set of classes associated to a group, that can be automatically assigned to a
given user (or any object) when becoming a member of such group.
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Example 3. Membership with type extension

With reference to the sample above (details are simplified to increase readability):

{
Ê "key": "c9b2dec2-00a7-4855-97c0-d854842b4b24",
Ê "type": "USER",
Ê "realm": "/",
Ê "username": "bellini",
Ê "memberships": [
Ê   {
Ê     "type": "Membership",
Ê     "rightType": "GROUP",
Ê     "rightKey": "bf825fe1-7320-4a54-bd64-143b5c18ab97",
Ê     "groupName": "University A",
Ê     "plainAttrs": [
Ê       {
Ê         "schema": "email",
Ê         "values": [
Ê           "bellini@university_a.net"
Ê         ]
Ê       }
Ê     ]
Ê   },
Ê   {
Ê     "type": "Membership",
Ê     "rightType": "GROUP",
Ê     "rightKey": "bf825fe1-7320-4a54-bd64-143b5c18ab96",
Ê     "groupName": "University B",
Ê     "plainAttrs": [
Ê       {
Ê         "schema": "email",
Ê         "values": [
Ê           "bellini@university_b.net"
Ê         ]
Ê       }
Ê     ]
Ê   }
Ê ]
}

3.3. External Resources
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Connector Bundles

The components able to connect to Identity Stores; not specifically bound to Apache
Syncope, as they are part of the ConnId  project.

Connector Instances

Instances of connector bundles, obtained by assigning values to the defined configuration
properties. For instance, there is only a single DatabaseTable (the bundle) that can be
instantiated several times, for example if there is a need to connect to different databases.

External Resources

Meant to encapsulate all information about how Apache Syncope will use connector
instances for provisioning. For each entity supported by the related connector bundle
(user, group, printer, services, É), mapping  information can be specified.

3.3.1. Connector Instance details

When defining a connector instance, the following information must be provided:

¥ connector bundle - one of the several already available , or some to be made from scratch , in
order to fulfill specific requirements

¥ pooling information

¥ configuration - dependening on the selected bundle, these are properties with configuration
values: for example, with LDAP this means host, port, bind DN, object classes while with DBMS
it would be JDBC URL, table name, etc.

¥ capabilities - define what operations are allowed on this connector: during provisioning , if a
certain operation is invoked but the corresponding capability is not set on the related connector
instance, no actual action is performed on the underlying connector; the capabilities are:

! AUTHENTICATE - consent to pass-through authentication

! CREATE - create objects on the underlying connector

! UPDATE - update objects on the underlying connector

! DELETE - delete objects on the underlying connector

! SEARCH - search / read objects from the underlying connector; used during pull  with FULL
RECONCILIATION or FILTERED RECONCILIATION mode

! SYNC - synchronize objects from the underlying connector; used during pull  with INCREMENTAL
mode

$

Configuration and capability override

Capabilities and individual configuration properties can be set for override : in this
case, all the external resources using the given connector instance will have the
chance to override some configuration values, or the capabilities set.

This can be useful when the same connector instance is shared among different
resources, with little difference in the required configuration or capabilities.
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3.3.2. External Resource details

Given a selected connector instance, the following information is required to define an external
resource:

¥ priority - integer value, in use by the default propagation task executor

¥ generate random password flag - under some circumstances, a password might be mandatory
but no actual value could be available: with this flag set, a random value will be generated,
compliant with the defined password policy  (if set)

¥ propagation actions - which actions  shall be executed during propagation

¥ trace levels - control how much tracing (including logs and execution details) shall be carried
over during propagation , pull  and push

¥ configuration - see above

¥ capabilities - see above

¥ account policy - which account policy  to enforce on Users, Groups and Any Objects assigned to
this external resource

¥ password policy - which password policy  to enforce on Users, Groups and Any Objects assigned
to this external resource

¥ pull policy - which pull policy  to apply during pull  on this external resource

¥ push policy - which push policy  to apply during push  on this external resource

3.3.3. Mapping

The mapping between internal and external data is of crucial importance when configuring an
external resource. Such information, in fact, plays a key role for provisioning .

Figure 7. Sample mapping

For each of the Any Types  supported by the underlying connector, a different mapping is provided.

A mapping is essentially a collection of mapping items  describing the correspondance between an
user / group / any object attribute and its counterpart on the Identity Store represented by the
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current external resource. Each item specifies:

¥ internal attribute - the schema acting as the source or destination of provisioning operations; it
must be specified by an expression matching one of the following models:

! schema - resolves to the attribute for the given schema, owned by the mapped entity (user,
group, any object)

! groups[groupName].schema - resolves to the attribute for the given schema, owned by the group
with name groupName, if a membership for the mapped entity exists

! anyObjects[anyObjectName].schema - resolves to the attribute for the given schema, owned by
the any object with name anyObjectName, if a relationship with the mapped entity exists

! memberships[groupName].schema - resolves to the attribute for the given schema, owned by the
membership for group groupName of the mapped entity (user, any object), if such a
membership exists

¥ external attribute - the name of the attribute on the Identity Store

¥ transformers - JEXL expression or Java class implementing MappingItemTransformer  ; the
purpose is to transform values before they are sent to or received from the underlying
connector

¥ mandatory condition - JEXL expression indicating whether values for this mapping item must
be necessarily available or not; compared to a simple boolean value, such condition allows
complex statements to be expressed such as 'be mandatory only if this other attribute value is
above 14', and so on

¥ remote key flag - should this item be considered as the key value on the Identity Store?

¥ password flag (Users only) - should this item be treated as the password value?

¥ purpose - should this item be considered for propagation  / push , pull , both or none?

Besides the items documented above, some more data needs to be specified for a complete
mapping:

¥ ConnId objectClass  - which object class  shall be used during communication with the Identity
Store; predefined are __ACCOUNT__ for Users and __GROUP__ for Groups

¥ Object link - only required by some connector bundles as LDAP and Active Directory , generally
specifies the model for generating the DN (distinguished name) values
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Example 4. Mapping items

The following mapping item binds the mandatory internal name schema with the external
attribute cn for both propagation / push and pull.

{
Ê "key": "a2bf43c8-74cb-4250-92cf-fb8889409ac1",
Ê "intAttrName": "name",
Ê "extAttrName": "cn",
Ê "connObjectKey": true,
Ê "password": false,
Ê "mandatoryCondition": "true",
Ê "purpose": "BOTH"
}

The following mapping item binds the optional internal aLong schema for the membership of
the additional  group with the external attribute age for propagation / push only; in addition, it
specifies a JEXL expression which appends .0  to the selected aLong value before sending it out
to the underlying connector.

{
Ê "key": "9dde8bd5-f158-499e-9d81-3d7fcf9ea1e8",
Ê "intAttrName": "memberships[additional].aLong",
Ê "extAttrName": "age",
Ê "connObjectKey": false,
Ê "password": false,
Ê "mandatoryCondition": "false",
Ê "purpose": "PROPAGATION",
Ê "propagationJEXLTransformer": "value + '.0'"
}

$

Object link and Realms hierarchy

When Object link is applicable - typically with LDAP or Active Directory, as said -
the need may arise to map the Realms hierarchy into nested structures, as
Organizational Units .

In such cases, the following JEXL expressions can be set for Object link (assuming
o=isp is the root suffix), for example, which leverage the syncope:fullPath2Dn()
custom JEXL function:

¥ Realms: syncope:fullPath2Dn(fullPath, 'ou') + ',o=isp'

¥ Users: 'uid=' + name + syncope:fullPath2Dn(realm, 'ou', ',') + ',o=isp'

¥ Groups: 'cn=' + name + syncope:fullPath2Dn(realm, 'ou', ',') + ',o=isp'
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3.4. Realms
Realms define a hierarchical security domain tree, primarily meant for containing Users, Groups
and Any Objects.

Each realm:

1. has a unique name and a parent realm - except for the pre-defined root realm , which is named
/ ;

2. is either a leaf or root of a sub-tree of realms;

3. is uniquely identified by the path from the root realm, e.g. /a/b/c  identifies the sub-realm c in
the sub-tree rooted at b, having in turn a as parent realm, directly under the root realm;

4. optionally refers to account  and password  policies: such policies are enforced on all Users,
Groups and Any Objects in the given realm and sub-realms, unless some sub-realms define their
own policies.

If Users, Groups and Any Objects are members of a realm then they are also members of the parent
realm: as a result, the root realm contains everything, and other realms can be seen as containers
that split up the total number of entities into smaller pools.

This has consequences on memberships and relationships :

¥ A User or an Any Object can be members of Groups in the same realm or in one of the sub-
realms.

¥ A User or an Any object can be in a relation with Any Objects in the same realm or in one of the
sub-realms.

Moreover, this partition allows fine-grained control over policy enforcement and, alongside with
entitlements  and roles , helps to implement delegated administration .

Dynamic Realms

Realms provide a mean to model static containment hierarchies.
Such strategy might not be the ideal fit for situations where the set of Users, Groups and Any
Objects to administer cannot be statically defined by containment.

Dynamic Realms can be used to identify Users, Groups and Any Objects according to some
attributes' value, resource assignment, group membership or any other condition available,
with purpose of granting delegated administration  rights.

$

Logic Templates

As with pull  it is also possible to add templates to a realm.

The values specified in the template are applied to entities belonging to that realm,
hence this can be used as a mechanism for setting default values for attributes or
external resources on entities.
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3.4.1. Realm Provisioning

Provisioning  can be enabled for realms: mapping  information can be provided so that realms are
considered during propagation , pull  and push  execution.

A typical use case for realm provisioning is to model an organization-like structure on Identity
Stores, as with LDAP and Active Directory.

3.4.2. LogicActions

When Users, Groups or Any Objects get created, updated or deleted in a realm, custom logic can be
invoked by associating the given realm with one or more implementations of the LogicActions
interface.

3.5. Entitlements
Entitlements are basically strings describing the right to perform an operation.

The components in the logic layer  are annotated with Spring Security  to implement declarative
security; in the following code snippet taken from RealmLogic  , the hasRole expression  is used
together with one of the standard entitlements to restrict access only to Users owning the
REALM_LIST entitlement.

@PreAuthorize("hasRole('" + StandardEntitlement.REALM_LIST + "')")
public List<RealmTO> list(final String fullPath) {

Entitlements are granted via roles  to Users, scoped under certain realms , thus allowing delegated
administration .

%
The set of available entitlements is statically defined  - even though extensions
have the ability to enlarge the initial list  : this is because entitlements are the
pillars of the internal security model and are not meant for external usage.

3.6. Roles
Roles map a set of entitlements  to a set of realms  and / or dynamic realms .

$
Static and Dynamic Memberships

Users are statically  assigned to roles when assignments are explicitly set.

However, a condition can be expressed in the role definition so that all matching
Users are dynamic  members of the role.

3.6.1. Delegated Administration

The idea is that any user U assigned to a role R, which provides entitlements E 1ÉE n for realms Re 1É
Rem, can exercise E i on entities (Users, Groups, Any Objects of given types, depending on E i) under
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any Re j or related sub-realms.

Moreover, any user U assigned to a role R, which provides entitlements E 1ÉE n for dynamic realms
DR1..DRn, can exercise E i on entities (Users, Groups, Any Objects of given types, depending on E i)
matching the conditions defined for any DR k.

%
Dynamic Realms limitations

Users to whom administration rights were granted via Dynamic Realms can only
update  Users, Groups and Any Objects, not create nor delete.
Moreover, the only accepted changes on a given entity are the ones that do not
change any Dynamic RealmÕs matching condition for such entity.

Example 5. Authorization

LetÕs suppose that we want to implement the following scenario:

Administrator A can create Users under realm R 5 but not under realm R 7, administrator
B can update users under realm R 6 and R8, administrator C can update Groups under
realm R 8.

As by default, Apache Syncope will have defined the following entitlements, among others:

¥ USER_CREATE

¥ USER_UPDATE

¥ GROUP_UPDATE

Hence, here is how entitlements should be assigned (via roles) to administrators in order to
implement the scenario above:

¥ Administrator A: USER_CREATE on R5

¥ Administrator B: USER_UPDATE on R6 and R8

¥ Administrator C: GROUP_UPDATE on R8

!

Group Ownership

Groups can designate a user or another group as owner .

The practical consequence of this setting is that Users owning a Group (either
because they are directly set as owners or members of the owning group) is that
they are entitled to perform all operations (create, update, delete, É) on the owned
group, regardless of the Realm.

3.7. Provisioning
As described above , provisioning is actually the core feature provided by Apache Syncope.
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Essentially, it can be seen as the process of keeping the identity data synchronized between Syncope
and related external resources, according to the specifications provided by the mapping . It does this
by performing create, update and delete operations onto the internal storage  or external resources
via connectors.

3.7.1. Overview

The picture below contains an expanded view of the core architecture , with particular reference to
the components involved in the provisioning process.

Figure 8. Provisioning flow

The provisioning operations can be initiated in several different ways:

¥ by creating, updating or deleting Users, Groups or Any Objects via REST (thus involving the
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underlying logic  layer)

¥ by requesting execution of pull or push tasks via REST

¥ by triggering periodic pull or push task executions

!

Provisioning Managers

The provisioning operations are defined by the provisioning manager interfaces:

¥ UserProvisioningManager

¥ GroupProvisioningManager

¥ AnyObjectProvisioningManager

Default implementations are available:

¥ DefaultUserProvisioningManager

¥ DefaultGroupProvisioningManager

¥ DefaultAnyObjectProvisioningManager

An Apache Camel-based implementation is available as extension .

3.7.2. Propagation

Whenever a change is performed via REST on Users, Groups or Any Objects:

1. a set of propagation tasks  is generated, one for each associated external resource;

2. the generated propagation tasks are executed, e.g. the corresponding operations (create, update
or delete) are sent out, via connectors, to the configured Identity Stores; the tasks can be saved
for later re-execution.

$

Which external resources?

Depending on the entity being created / updated / deleted, different external
resources are taken into account by the propagation process:

¥ Group : only the external resources directly assigned

¥ User : the external resources directly assigned plus the ones assigned to Groups
configured for the User

¥ Any Object : the external resources directly assigned plus the ones assigned to
Groups configured for the Any Object

By default, the propagation process is controlled by the PriorityPropagationTaskExecutor , which
implements the following logic:

¥ sort the tasks according to the related resourceÕs priority , then execute sequentially

¥ tasks for resources with no priority are executed afterwards, concurrently

¥ the execution of a given set of tasks is halted (and global failure is reported) whenever the first
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